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Requirement What do we do?

Privacy of training data Guarantee protection of personally 
identifiable information contained in 
training data via Differential Privacy.

Query confidentiality Encrypt input data and do inference on 
encrypted data using Homomorphic  
Encryption and Secure Multi-Party 
Computation.

Model confidentiality Prevent leakage of the answering 
parties’ models to the querying party.
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1. Requirements & Overview
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1. Requirements & Overview

2. CaPC Protocol
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CaPC Federated Learning
Cross-silo setting, e.g., organizations Cross-device setting, e.g., phones

Improve local models in each party 

by labeling new data points

Train central model without explicitly 

combining the parties’ datasets

For heterogenous models and also 

non-differentiable models (trees)

Only for homogenous and 

differentiable models

Returns only predicted labels Transfers gradients or parameters 

(large data transfer required)

Fewer parties required for privacy Many more parties required 

Provides confidentiality of data to be 

labeled & privacy (no gradients 

revealed) via Pâté.

Provides condifentiality but much 

higher cost of privacy (gradients 

shared allow us to infer private data)
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▪ aims to guarantee proper protection of personally 

identifiable information, against inference attacks. 

▪ aims to guarantee non-disclosure of 

sensitive information to unauthorized entities.

▪ Integrity - aims to prevent unauthorized modification of 

data and models.

▪ Secure Multi-Party Computation – a way for parties to 

compute a function jointly while keeping their inputs secret. 

In ML, this function can be a model’s loss function during 

training, or the model itself in inference.
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▪ splitting the data into shares is the 

encryption, adding the shares back together is the 

decryption.
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